


Obtain Permission to Use P2P 
zation’s cyber security group or IT director before installing 

imit Use of P2P On a Corporate Network 
 legitimate business needs for P2P file sharing  

btain the P2P Software from a Legitimate Source 
   

estrict Access 
o only those folders specifically identified for this purpose.  When you install P2P client 

can Everything 
u have protective security software (anti-virus and anti-spyware) running on your 

can your computer periodically with virus and spyware detection tools to ensure you haven't installed 

dhere to the Law (Copyright and others)  
ring and/or downloading certain files.  Downloading 

eferences: 

ips To Avoid Problems With P2P File Sharing 
l1/a/p2psecurity.htm

Obtain explicit, written permission from your organi
a P2P client or using P2P network file sharing on a corporate network or system. 
 
L
Restrict access to those in your organization who have
 
O
Obtain software only from known, legitimate and reputable sources.
 
R
Restrict P2P access t
software and join a P2P network, check to see if there is a default folder for sharing, which is designated 
during the installation. If there is, limit file sharing only to this folder. The designated folder should contain only 
files that you want others on the P2P network to be able to view and download. Be careful not to designate 
the root "C:" drive as the shared files folder, which enables everyone on the P2P network to see and access 
virtually every file and folder on the entire hard drive.  
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It is important that yo
computer.  This software should perform a virus scan on any file you download before you execute or open it. 
Make sure that the most current anti-virus software and virus definition updates are installed on your 
computer. 
 
S
malicious code on your system. 
 
A
Know the laws.  There may be legal ramifications from sha
illegal copies of files (i.e. music, movies, etc.), or downloading improper files on computers or networks, or 
sharing personal information may lead to legal consequences, such as prosecution, disciplinary action, as 
well as financial liability.  
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http://netsecurity.about.com/od/newsandeditoria
 
P2P File Sharing Tips 

v/p2p.htmlhttp://onguardonline.go
 
How To Disable Various P2P Software On Your Computer 
http://security.uchicago.edu/guidelines/peer-to-peer/
 
Good and Bad Executable File Extensions 
http://www.novatone.net/mag/mailsec.htm
 
US-CERT Cyber Security Tip ST05-007 

.htmlhttp://www.us-cert.gov/cas/tips/ST05-007
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